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Remarks 

Claims 1-13 are pending. 

Response to Arguments 

1 . Applicant's arguments filed 1/30/2009 have been fully considered but they 
are not fully persuasive. 

Applicant argues that "The claims are not believed to be narrowed in 
scope", however, the claims have been narrowed in that they now define the 
delay means as comprising an analog noise source (claim 1 , for example). It is 
first noted that the term analog or variations thereof only appears once in the 
instant application, as filed. This reference may be found at the bottom of page 

2, stating that "It was found that adding a noise to the responded (generally 
analogue) data from the memory increases an integration time for producing 
reliable (generally digital) data." Furthermore, this is the sole time that digital is 
referred to. However, the application as originally filed does not describe that the 
noise source must be analog. Page 4, lines 6-8, for example, recite that "the 
integrated circuit comprises a noise source 3 generating a noise signal which is 
added to the response signal outputted from the look-up table 2 by an adder 4." 
As one can see, this noise source is not analog, but rather, is merely capable of 
generating a noise signal that is added to a response. While a noise source may 
include an analog component (such as, for example, components described with 
respect to figure 2), the noise source of the instant application need not always 
be an analog component. As can be seen in the description of figure 1 , the noise 
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source is merely described as "a noise source 3" and does not designate such a 
source as being analog, digital, or in any other manner. Therefore, in the 
previous set of claims, "delay means" could clearly be either analog or digital, or 
a combination of the two. Therefore, the claims have been narrowed by explicitly 
defining the delay means as "comprising an analog source for adding a noise 
signal...". 

Applicant also argues that amended claim 1 1 has support in the 
application as originally filed, however, as will be described below, it does not. 

Applicant argues, with respect to claim 13, that "the analog approaches 
taught by the invention are far more robust than the digital methods taught in 
Silverbrook." However, claim 13 recites no strictly analog components. As 
described above, "delay means" could comprise either digital, analog, or a 
combination of the two in the instant invention. Claim 13 does recite "a noisy 
read-out amplifier", however, as is known in the art, an amplifier may be digital, 
and need not be analog. Furthermore, since Silverbrook teaches such a noisy 
read-out amplifier in the amplification (or increase) of noise in processing and 
reading out of data, Silverbrook clearly teaches "a noisy read-out amplifier". 

Specification 

2. The disclosure is objected to because of the following informalities: The 
specification makes reference to the claims in various locations, such as pages 
2-3. As an example, page 2, lines 25-30 refer to claim 3 and stating that claim 3 
includes an encryption unit. However, claim 3 does not include any encryption 
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unit as the claims currently stand. Reference to the claims in the written 
description should be removed, so that there are no such issues in the future. 
Furthermore, the specification does not include the appropriate titles for sections 
thereof (e.g. "BACKGROUND OF THE INVENTION", "SUMMARY OF THE 
INVENTION", "BRIEF DESCRIPTION OF THE DRAWINGS", and DETAILED 
DESCRIPTION OF THE PREFERRED EMBODIMENTS", or the like. 
Appropriate correction is required. 

Claim Objections 

3. Claim 4 is objected to under 37 CFR 1 .75(c), as being of improper 
dependent form for failing to further limit the subject matter of a previous claim. 
Applicant is required to cancel the claim(s), or amend the claim(s) to place the 
claim(s) in proper dependent form, or rewrite the claim(s) in independent form. 
After the amendment to claim 1 , claim 4 no longer further limits the parent claim, 
but rather states broader subject matter than that of claim 1 (in that claim 1 refers 
to the delay means comprising an analog noise source while claim 4 merely 
refers to the delay means as comprising a noise source with the same 
properties). 

Claim Rejections - 35 USC §112 

The following is a quotation of the first paragraph of 35 U.S. C. 112: 

The specification shall contain a written description of the invention, and of the manner and 
process of making and using it, in such full, clear, concise, and exact terms as to enable any 
person skilled in the art to which it pertains, or with which it is most nearly connected, to make 
and use the same and shall set forth the best mode contemplated by the inventor of carrying 
out his invention. 
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4. Claim 1 1 is rejected under 35 U.S.C. 1 1 2, first paragraph, as failing to 
comply with the written description requirement. The claim(s) contains subject 
matter which was not described in the specification in such a way as to 
reasonably convey to one skilled in the relevant art that the inventor(s), at the 
time the application was filed, had possession of the claimed invention. 

Claim 1 1 now refers to a "computer program product" and a "computer 
readable medium", however, neither are found within the application as originally 
filed. As will be described in the 101 rejection with respect to claim 1 1, not 
providing any description or definition regarding these limitations renders the 
claims non-statutory. 

Claim Rejections - 35 USC § 101 

35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or 
composition of matter, or any new and useful improvement thereof, may obtain a patent 
therefor, subject to the conditions and requirements of this title. 

5. Claim 11 is rejected under 35 U.S.C. 101 because the claimed invention is 
directed to non-statutory subject matter. Claim 1 1 is directed to "A computer 
program product embodied on a computer readable medium". The specification 
does not disclose what a computer program product is, nor what a computer 
readable medium is. This computer program product is clearly not statutory, 
even when "embodied on" a computer readable medium, for various reasons. 
Firstly, the computer readable medium is never described or defined, and 
therefore, is not limited to computer readable storage media. Next, this product 



Application/Control Number: 10/576,393 Page 6 

Art Unit: 2437 

is not defined in any manner as to what it pertains other than the claim describing 
it as comprising "program code means for causing a computer to carry out the 
steps of the method as claimed in claim 10 when said computer program is run 
on said computer." These "program code means" are never even discussed, let 
alone defined in the specification. Furthermore, this "computer program product" 
is not stored on a computer readable storage medium. 



Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 
U.S.C. 102 that form the basis for the rejections under this section made in this 
Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1 ) an application for patent, published under section 
122(b), by another filed in the United States before the invention by the applicant for patent or 
(2) a patent granted on an application for patent by another filed in the United States before 
the invention by the applicant for patent, except that an international application filed under 
the treaty defined in section 351 (a) shall have the effects for purposes of this subsection of an 
application filed in the United States only if the international application designated the United 
States and was published under Article 21(2) of such treaty in the English language. 

6. Claim 13 is rejected under 35 U.S.C. 102(e) as being anticipated by 
Silverbrook (U.S. Patent 6,757,832). 

Silverbrook discloses an information carrier comprising an IC 
representing a physical unclonable function comprising: 

An input means for receiving a challenge signal for challenging the 
IC (Figures 1-2; Column 27, line 45 to Column 28, line 23; and Column 34, 



line 64 to Column 35, line 45); 
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A response signal providing means for providing a response data 
signal in response to the challenge data signal (Figures 1-2; Column 27, 
line 45 to Column 28, line 23; and Column 34, line 64 to Column 35, line 
45); 

An output means for outputting the response data signal (Figures 1- 
2; Column 27, line 45 to Column 28, line 23; and Column 34, line 64 to 
Column 35, line 45); and 

A delay means comprising a noisy read-out amplifier for amplifying 
the response signal provided by the response providing means, the delay 
means for delaying and/or prohibiting a provision and/or the output of the 
response data signal (Column 61, line 65 to Column 62, line 60; Column 
76, line 64 to Column 77, line 22; Column 80, line 44 to Column 81 , line 
18; and Column 88, lines 10-22). 



Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for 
all obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described 
as set forth in section 102 of this title, if the differences between the subject matter sought to 
be patented and the prior art are such that the subject matter as a whole would have been 
obvious at the time the invention was made to a person having ordinary skill in the art to which 
said subject matter pertains. Patentability shall not be negatived by the manner in which the 
invention was made. 

7. Claims 1-6 and 8-12 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Silverbrook in view of Kocher (U.S. Patent 6,327,661 ). 



Regarding Claim 1, 
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Silverbrook discloses an information carrier comprising an IC 
representing a physical unclonable function comprising: 

An input means for receiving a challenge signal for 
challenging the IC (Figures 1-2; Column 27, line 45 to Column 28, 
line 23; and Column 34, line 64 to Column 35, line 45); 

A response signal providing means for providing a response 
data signal in response to the challenge data signal (Figures 1-2; 
Column 27, line 45 to Column 28, line 23; and Column 34, line 64 
to Column 35, line 45); 

An output means for outputting the response data signal 
(Figures 1-2; Column 27, line 45 to Column 28, line 23; and Column 
34, line 64 to Column 35, line 45); and 

A delay means comprising a noise source for adding a noise 
signal to the response data signal provided by the response signal 
providing means, the delay means for delaying and/or prohibiting a 
provision and/or the output of the response data signal (Column 61 , 
line 65 to Column 62, line 60; Column 76, line 64 to Column 77, line 
22; and Column 80, line 44 to Column 81 , line 1 8); 

But does not explicitly disclose that the noise source is an 
analog noise source. 

Kocher, however, discloses that the noise source is an 
analog noise source (Abstract; Column 4, lines 58-67; and Column 
5, lines 38-60). It would have been obvious to one of ordinary skill 
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in the art at the time of applicant's invention to incorporate the 
leakage minimization techniques of Kocher into the authentication 
system of Silverbrook in order to allow the system to provide 
increased protection against attacks on the system by use of 
various entities and techniques, such as one or more digital and/or 
analog noise sources, clock skipping and internal clock rate 
modifying, random blinding of data, and/or random changes in 
operations to be performed, thereby making the system more 
secure against attacks. 

Regarding Claim 9, 

Claim 9 is an integrated circuit claim that corresponds to 
information carrier claim 1 and is rejected for the same reasons. 

Regarding Claim 10, 

Claim 10 is a method claim that corresponds to information 
carrier claim 1 and is rejected for the same reasons. 

Regarding Claim 1 1 , 

Claim 1 1 is a computer program product claim that 
corresponds to information carrier claim 1 and is rejected for the 
same reasons. 

Regarding Claim 2, 

Silverbrook as modified by Kocher discloses the information 
carrier of claim 1 , in addition, Silverbrook discloses that the 
response signal providing means comprises a memory for storing 
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pairs of challenge data and associated response data (Column 27, 
line 45 to Column 28, line 23; Column 34, line 64 to Column 35, line 
45; and Column 80, lines 29-43). 

Regarding Claim 3, 

Silverbrook as modified by Kocher discloses the information 
carrier of claim 1 , in addition, Silverbrook discloses that the 
response signal providing means comprises a response signal 
generation means for generating a response data signal in 
response to a challenge data signal (Column 34, line 64 to Column 
35, line 45; and Column 80, lines 29-43). 

Regarding Claim 4, 

Silverbrook as modified by Kocher discloses the information 
carrier of claim 1 , in addition, Silverbrook discloses that the delay 
means comprises a noise source for adding a noise signal to the 
response signal provided by the response signal providing means 
(Column 80, line 44 to Column 81 , line 18; and Column 88, lines 
10-22). 

Regarding Claim 5, 

Silverbrook discloses that the delay means comprises a 
noisy read-out means for amplifying the response signal provided 
by the response signal providing means (Column 80, line 44 to 
Column 81, line 18; and Column 88, lines 10-22). 

Regarding Claim 6, 
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Silverbrook as modified by Kocher discloses the information 
carrier of claim 1 , in addition, Silverbrook discloses that the delay 
means comprises analog limiting means for restricting the number 
of response data signals provided and/or outputted per time unit 
(Column 61 , line 65 to Column 62, line 60; and Column 76, line 64 
to Column 77, line 22); and Kocher discloses that the delay means 
comprises analog limiting means (Abstract; Column 4, lines 58-67; 
and Column 5, lines 38-60). 
Regarding Claim 8, 

Silverbrook as modified by Kocher discloses the information 
carrier of claim 1 , in addition, Silverbrook discloses that the delay 
means comprises a counter means for limiting the total number of 
responses or the number of times the response to a given 
challenge can be provided, of the IC (Column 61 , line 65 to Column 
62, line 60; and Column 76, line 64 to Column 77, line 22). 
Regarding Claim 12, 

Silverbrook as modified by Kocher discloses the information 
carrier of claim 3, in addition, Silverbrook discloses that the signal 
generation means is an encryption unit (Column 34, line 64 to 
Column 35, line 45; and Column 80, lines 29-43). 

8. Claim 7 is rejected under 35 U.S.C. 103(a) as being unpatentable over 
Silverbrook in view of Kocher, further in view of Miyaira (U.S. Patent 7,120,808). 
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Silverbrook as modified by Kocher discloses the information carrier 
of claim 6, in addition, Silverbrook discloses use of power control to stop 
power supply attacks (Column 85, lines 3-14; and Column 88, lines 46- 
48); but does not explicitly disclose limiting the amount of power available 
per time unit. 

Miyaira, however, discloses limiting the amount of power available 
per time unit (Column 7, lines 55-67; and Column 10, lines 14-31). It 
would have been obvious to one of ordinary skill in the art at the time of 
applicant's invention to incorporate the power control techniques of 
Miyaira into the authentication system of Silverbrook as modified by 
Kocher in order to allow the system to monitor and control power usage 
such that the system can throttle power usage when such usage reaches 
a threshold, thereby keeping power consumption within a predetermined 
range such that it is more difficult for an attacker to perform power supply 
attacks and attacks based on power consumption. 



Conclusion 

9. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. Devadas (U.S. Patent Application Publication 
2003/0204743). 

Applicant's amendment necessitated the new ground(s) of rejection 
presented in this Office action. Accordingly, THIS ACTION IS MADE FINAL. 
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See MPEP § 706.07(a). Applicant is reminded of the extension of time policy as 
set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire 
THREE MONTHS from the mailing date of this action. In the event a first reply is 
filed within TWO MONTHS of the mailing date of this final action and the advisory 
action is not mailed until after the end of the THREE-MONTH shortened statutory 
period, then the shortened statutory period will expire on the date the advisory 
action is mailed, and any extension fee pursuant to 37 CFR 1.136(a) will be 
calculated from the mailing date of the advisory action. In no event, however, will 
the statutory period for reply expire later than SIX MONTHS from the date of this 
final action. 

Any inquiry concerning this communication or earlier communications from 
the examiner should be directed to JEFFREY D. POPHAM whose telephone 
number is (571)272-7215. The examiner can normally be reached on M-F 9:00- 
5:30. 

If attempts to reach the examiner by telephone are unsuccessful, the 
examiner's supervisor, Emmanuel Moise can be reached on (571)272-3865. The 
fax phone number for the organization where this application or proceeding is 
assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from 
the Patent Application Information Retrieval (PAIR) system. Status information 
for published applications may be obtained from either Private PAIR or Public 
PAIR. Status information for unpublished applications is available through 
Private PAIR only. For more information about the PAIR system, see http://pair- 
direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll- 
free). If you would like assistance from a USPTO Customer Service 
Representative or access to the automated information system, call 800-786- 
9199 (IN USA OR CANADA) or 571-272-1000. 

Jeffrey D Popham 

Examiner 

Art Unit 2437 

/Jeffrey D Popham/ 
Examiner, Art Unit 2437 

/Emmanuel L. Moise/ 

Supervisory Patent Examiner, Art Unit 2437 



